UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

HUYEN BA TO Doc lap - Tw do - Hanh phuc
S649 /KH-UBND Ba To, ngay/J thang 3 nam 2023
KE HOACH

Tang cwong dim bdo an toan, an ninh thong tin
trong hoat dong ciac co’ quan nha nudc trén dia ban huyén Ba To
dén nam 2025 va dinh hwéng dén nam 2030

Thuc hién K& hoach sb 166/KH-UBND ngay 14/10/2022 ctia UBND tinh
Quang Ngii vé ting cudng dam bao an toan, an ninh théng tin trong hoat dong
cac co quan nha nudc tinh Quang Ngai dén nam 2025 va dinh hudng dén nim
2030. UBND huyén ban hanh Ké hoach ting cudng dam bao an toan, an ninh
thong tin trong hoat dong cac co quan nha nudc trén dia ban huyén Ba To dén
nam 2025 va dinh huéng dén nam 2030, nhu sau:

I. MUC TIEU CHUNG

Pam bao an toan, an ninh théng tin mang phuc vu phat trién chinh quyén
dién tir hudng téi chinh quyén s6 huyén Ba To; cac hé thong thong tin co quan
nha nude trén dia ban huyén c6 kha ning thich tng linh hoat, giam thiéu cac
nguy co, de doa mat an toan thong tin mang va chii dong phong ngira, ing pho
khi ¢6 sy ¢b vé an toan thong tin.

II. MUC TIEU CU THE PEN NAM 2025

1. Muyc tiéu cu thé dén niim 2025

- 100% hé théng thong tin ctia cac co quan, don vi truc thuoc UBND huyén
va UBND cap xa dugc phé duyét cap do an toan hé thong thong tin va trién khai
cac day du phuong an dam bao an toan thong tin theo Nghi dinh sd 85/2016/ND-
CP ngay 01/7/2016 cta Chinh phii va Thong tu sé 12/2022/TT-BTTTT ngay
12/8/2022 ctia Bo trudng BO Thong tin va Truyén thong.

- 100% may chu dang hoat dong ctia co quan nha nudc trén dia ban huyén
cai dat phong, chéng ma doc va chia sé thong tin v6i Trung tAm Giam sat an toan
khong gian mang qudc gia (NCSC).

- 100% may tram cua cac co quan, ban, nganh cua huyén va 70% may tram
ctia cac don vi cap x4 trén dia ban huyén cai dit phan mém phong, chong ma doc
va chia sé thong tin véi Trung tdm Giam séat an toan khong gian mang quéc gia
(NCSC).

- Ban hanh huéng din vé dam bao an toan, an ninh théng tin trong hoat
dong cua co quan, don vi trong nam 2023.

- 100% céc co quan, don vi tryc thudc huyén va UBND céc x4, thi tran cO
phan céng can bo chuyén trach, kiém nhiém vé an toan thong tin.

- Ctr cong chirc tham gia cac 16p dién tap thuc chién vé an toan thong tin
mang do S& Thong tin va Truyén thong t6 chuc.
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- Dam bao ty 1€ kinh phi chi cho cong tac dam bao an toan thong tin mang
dat t6i thiéu 10% trong tong kinh phi trién khai ke hoach phat trién chinh quyén
dién tor hudng dén chinh quyén sb, chuyen d01 s6 hang nam, giai doan 5 nam va
cac du an cong nghé thong tin, chuyén d6i sb (trong truong hop chi dau tw chwa
co hé thong ky thuat hodc thué dich vu dam bao an toan thong tin mang chuyén
biét ddp g cdc quy dinh ciia phdp ludt vé dam bdo an toan hé thong thong tin
theo cdp dj).

2. TAm nhin dén nim 2030

- Tao su dot pha trong cong tac dam bao an toan thong tin trén toan huyén,
nhat 13 dot pha vé diém sb cac chi s an toan thong tin trén dia ban huyén; ha tang
ky thuat cac hé théng thong tin cua cic co quan nha nudc trén dia ban huyén
dugc dau tu hoan thién, nang cao kha nang phong, chdng cac cudc tin cong trén
moi trudng mang.

- Thu h(t nhan Iyc va tap hudn nang cao cho ddi ngii can bo chuyén trach an
toan thong tin ctia cac co quan nha nudc nudc trén dia ban huyén c6 nang luc
phong thu, Gmg phd véi cac nguy co va su cd mat an toan thong tin trén khong
gian mang ddi véi cac hé thong thong tin trén dia ban huyén.

IV. NHIEM VU TRONG TAM

1. Tang cuong kiém tra, danh gia dinh ky vé an toan thong tin mang d6i voi
cac hé thong thong tin cua co quan nha nudc; dau tu trang thiét bi dé nang cao
nang luc phong, chéng tin cong mang dbi voi cac hé thong thong tin clia co quan
nha nudc.

2. Xay dung ho so dé xuat va phé duyét cap do an toan hé thong thong tin,
kiém tra danh gia phuong an, diéu kién dam bao an toan, an ninh mang, giam sat
an toan, an ninh mang, Gmg pho khac phuc sy ¢6 an toan, an ninh mang ddi véi
cac hé thdng thong tin quan trong.

3. Phéi hop kiém tra cong tac dam bao an ninh mang d6i vdi cac nha mang,
cac doanh nghiép cung cip dich vu cong nghé thong tin trén dia ban huyén. Chu
dong ra soat, ting cuong hoat dong kiém tra, cong bd va dé xuat xur 1y nghiém
cac hanh vi vi pham phap luét trén moi1 trudng mang.

4. Pay manh hoat dong bao dam an toan, an ninh mang trong pham vi quan
Iy; tudn thu tiéu chuén, quy chuén k§ thuat, huéng dan nghiép vu ciia B Cong
an, Bo Thong tin va Truyén thong va quy dinh cia phap luét; vu tién str dung san
pham, giai phap, dich vu an toan thong tin mang c6 Xuat x{r trong nudc, an ninh
mang tu chi. Gan két cong tac bao dam an toan, an ninh mang véi cong tac phat
trién chinh quyén dién tir huéng tGi chinh quyén sd, kinh té s, xa hoi sb va do thi
théng minh.

5. Tham gia vao mang ludi ing ctru su cb an toan thong tin mang quoc gia,
cac chién dich dam bao an toan thong tin mang do B Thong tin va Truyén thong
diéu phdi, phat dong.

6. Tap huin vé an toan thong tin, nang cao k¥ ning an toan thong tin cho doi
ngi cong chuc, vién chuc trén moi truong mang. Té chuc tap huén hoic cir can
bo chuyén trach, phu trach vé an toan thong t1n/chuyen d6i s6 tham gia cac khoa
dao tao, tip hudn vé an toan thong tin. Thu hat ngudn nhan luc cao vé an toan



thong tin.

7. Tiép tuc ddy manh cong tac truyén théng, nang cao nhan thuc, k§ ning
s6, k¥ ning khai thac thong tin an toan trén moi truong mang, ting cudng tuong
tac voi nguot dan, doanh nghiép.

8. Kip thoi cung cap thong tin, sb liéu vé phap 1y, k¥ thuat, to chirc, ning
cao nang luc va hop tac trong linh vyc an toan, an ninh mang phuc vu viéc danh

gia xeép hang chi s6 An toan thong tin toan cau (GCI) ctia Lién minh Vién thong
Qudc té (ITU).

9. Phan cong can bg, cong chirc chuyén trach, kiém nhiém lam cong tac
chuyén doi s, cong tac an toan thong tin mang tai co quan, don vi, dia phuong.
V. KINH PHi THUC HIEN

Can cu nhiém vu dugc giao trong Ké hoach nay, cac co quan, don vi, dia
phuong 16ng ghép trong Ké hoach chuyén dbi sb hang ndm cua don vi, dia
phuong, 1ap dy toan kinh phi thuc hién nhiém vy va téng hop chung trong du
toan ngan sach hang nam cua don vi, gui co' quan tai chinh cung cap dé tong hop,
trinh cap c6 tham quyén xem xét, bo tri kinh phi thyc hién theo quy dinh.

VI. TO CHUC THUC HIEN

1. Phong Vin hoéa va Thong tin

- Chq tri, phéi hop véi cac ban, nganh; UBND cac x4, thi tran tham muu cho
UBND huyén t6 chiic trién khai cac giai phap dam bao an toan thong tin mang
tong thé trong co quan, don vi nha nude cua huyén; tham muu dau tu, trién khai
cac giai phap dam bao an toan ha tang mang, may chu, img dung va céc giai phap
phong chéng ma doc cho cac hé théng may tinh, hé thong thong tin, co s¢ dit liéu
chuyén nganh ctia cac co quan, don vi nha nudc thudc huyén.

- Huéng dan, chi dao cac co quan, don vi to chiic tuyén truyén chu truong,
chinh sach ciia Pang va phap luat cia Nha nudc vé viée ting cuong dam bao an
toan, an ninh mang trong cac co quan nha nudc trén dia ban huyén, gop phan
nham nang cao chi s6 xép hang an toan thong tin ctia huyén.

- Hudng dan va theo ddi cong tac phé duyét cAp do an toan thong tin dbi véi
cac hé théng thong tin cia co quan Nha nudc trén dia ban huyén.

- Thudng xuyén cdp nhat va thong tin canh bao vé cac nguy co, 15 hong bao
mat an toan toan thong tin mang dén cac co quan nha nudc trén dia ban huyén;

- Tham muu dau tu, trién khai cac giai phap dam bao an toan ha ting mang,
may chi cta huyén; thuc hién nghiém cac quy dinh vé bao dam an toan thong tin
theo cép do da duoc phé duyét.

- Hang ndm phdi hop t6 chirc kiém tra dinh ky hodc dot xuat cong tac dam
bao an ninh mang dbi véi cac nha mang, cac doanh nghiép cung cép dich vu cong
nghé thong tin trén dia ban huyén. Ra soat, phat hién va xu Iy hoic phdi hop véi
co quan chtic niang c6 thim quyén xtr 1y thong tin vi pham phap luat trén moi
truong mang thudc pham vi quan ly.

- Chi dao cac doanh nghiép thu¢c pham vi quan Iy ra soat, danh gia, c6 bién
phap ting cudng bao dam an toan, an ninh mang d6i véi cac hé thng ha ting
thong tin.
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- Phdi hop va to chirc tap huan, huan luyén, dién tap nang cao trinh do, k§
nang cho ddi ngli nhan lyc gidm sat an toan thong tin mang va nang cao nhan
thire, kién thirc an toan thong tin cho ngudi dung va can bd, cong chirc, vién chirc
trén dia ban huyén

2. Van phong huyén

- Tham muu dau tu, trién khai cac giai phap dam bao an toan ha ting mang,
may chu tai Van phong huyén; thyc hién nghiém cac quy dinh vé bao dam an
toan thong tin theo cap do dd dugc phé duyét.

- Thuong xuyén ra soat, kiém tra, phdi hop xtu 1y, khic phuc cac 16 hong,
diém yéu vé bao mat, an toan thong tin ddi véi hé théng thong do don vi chu tri
xay dyng hodc thué dich vu cong nghé thong tin va cac hé théng thong tin do don
vi quan 1y van hanh.

3. Cong an huyén

- Chu tri, phdi hop véi cac co quan lién quan to chire trién khai, hudéng dan
thuc hién cic vin ban quy pham phap luat vé an ninh mang, t6i pham trén khong
gian mang, bao v€ bi mat nha nudc va bao vé dir li¢u ca nhan.

- Ra soat, phat hién, xir 1y, hoac phéi hop v61 co quan chirc nang xtr 1y thong
tin vi pham phap luat trén moi1 trudéng mang theo quy dinh.

- Tang cudng dam bao an toan, an ninh théng tin ddi voi cac hé théng thong
tin thudc linh vyc do nganh Cong an chiu trach nhiém quan 1y.

4. Phong Tai chinh — Ké hoach

Tang cuong, wu tién bd tri von dau tu phat trién, vén chi sy nghiép thudng
xuyén hang nam cho Phong Van hoa va Thong tin va cac co quan, don vi, dia
phuong trién khai hoat dong dam bao an toan, an ninh mang.

5. Phong Noi vu

Phoi hop v6i Phong Vin héa va Thong tin chu tri xdy dung va 16ng ghép
vao Ké hoach ddo tao, bdi dudng can bd, céng chirc, vién chirc hang nim céc 16p
bdi dudng vé an toan, an ninh thong tin dé nang cao nhan thirc, trinh d6 chuyén
mon vé an toan, an ninh thong tin cho doi ngil can bd, cong chirc, vién chirc trén
dia ban huyén.

6. Cac ban, nganh, Hoi doan thé huyén; UBND cip xa

- Quén triét nguyén tic nguoi dung dau co quan, don vi chiu trach nhiém
truéc Chu tich UBND huyén néu dé xay ra viéc mat an toan, an ninh thong tin
mang, 10 ot bi mat nha nudce tai co quan, don vi minh quan ly.

- Trién khai ddy du cac quy dinh vé dam bao an toan thong tin theo cap do
d6i voi hé thong thong tin do don vi cha tri xay dung hodc thué dich vu cong
nghé thong tin; xay dung ho so dé xuat cdp do an toan hé thong thong tin, trinh
cap c6 thAm quyén tham dinh va phé duyét theo Nghi dinh s6 85/2016/ND-CP
ngdy 01/7/2016 cua Chinh phu va Théng tu sb 12/2022/TT-BTTTT ngay
12/8/2022 cta B truong Bo Thong tin va Truyén thong.

- Trién khai cac giai phap an toan thong tin theo cap do dbi voi cac hé thong
thong tin do don vi chu tri xay dung hoac thué dich vu cong nghé thdng tin va
quan 1y, van hanh. Chu tri, ph6i hop véi Phong Vin héa va Thong tin trién khai
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hudng dan xay dung hé so dé xuat va phé duyet cap do an toan hé thong thong tin
d6i voi cac hé thong thong tin ctia cac don vi truc thude va cac don vi cap xA.

- Tang cuong cong tac tuyén truyen nang cao nhan thirc vé an toan, an ninh
thong tin mang cho lanh dao, can bd cong chire, vién chirc, ngudi dan va doanh
nghiép thudc pham vi, dia ban quan 1y.

- Chu dong bb tri kinh phi va ting cudng thuc hién cac bién phap dam bao
an toan, an ninh thong tin ddi véi cac hé thdng may tinh, hé thdng thong tin dang
trién khai, ung dung tai co quan, don vi minh.

- Phan cong can bd, cong chirc chuyén trach, kiém nhiém lam cong tac
chuyén d6i sd, cong tac an toan thong tin mang tai co quan, don vi, dia phuong.

- Phéi hop v6i Phong Vin hoa va Thong tin trong cong tac déanh gia mic do
dam bao an toan thong tin mang.

9. Cac doanh nghiép vién théng, Internet hoat dong trén dia ban huyén

Thiét 1ap, kién toan dau mdi don vi chuyén trach an toan thong tin mang
true thudc dé bao vé hé théng, khach hang ctia minh; tham gia hd tro cac co quan,
don vi nha nudc gidm sat, bao ve, kiém tra, danh gia an toan thong tin mang dudi
su diéu phdi cua Phong Vin hoa va Thong tin.

Yéu cau cac co quan, don vi nghiém tc trién khai, thyc hién Ké hoach.
Trong qua trinh t6 chirc thuc hién, trudng hop phat sinh vuéng mic, kip thoi bao
c40 Chu tich UBND huyén (théng qua Phong Vin héa va Théng tin) dé xem xét,
chi dao giai quyét theo diing quy dinh./.

Noi nhén: CHU TICH

- S& Thong tin va Truyén thong (b/c)

- Thuong truc Huyén uy;

- Thudng truc HDND huyén;

- CT, PCT UBND huy¢n;

- Uy ban MTTQVN huyén,; —

- Ban Chi dao CDS huyén; |2 M
- Cac co quan, ban, nganh, don vi truc thu¢c huyén; _;;‘J (,J

- UBND céc x4, thi tran

- Cac Doanh nghiép vién thong, Internet dong trén dia ban;

- Luu: VT, VH&TT. Pham Xuén Vinh
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